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This paper suggests a novel cued-recall-based graphical authentication method, which leverages on users’ so-
ciocultural experiences for improving the security and memorability of selected secrets. We evaluated the sug-
gested approach in the context of three user studies (n = 139): a) an eye-tracking study (n = 42) focusing on
security in terms of resistance to brute-force attacks; b) a two-week study (n = 71) focusing on memorability and

Securit; .
Memoribility login usability; and ¢) a controlled in-lab user study (n = 26) focusing on human attack vulnerabilities among
User study people sharing common sociocultural experiences. Analysis of results revealed that the suggested approach

influenced visual behavior strategies of end-users, which subsequently resulted in significantly stronger pass-
words created on images reflecting their prior experiences than on images unfamiliar to them. Simultaneously,
both reference and control groups performed similarly in terms of memorability and login efficiency and
effectiveness. On the downside, the suggested approach introduces password guessing vulnerabilities in terms of
allowing attackers who share common experiences with the end-users to more easily identify regions of their
selected secrets. Findings point towards a new direction for delivering personalized cued-recall graphical
authentication schemes that depict image semantics bootstrapped to users’ real-life experiences.

Bulling et al., 2012; Alt et al., 2015; Belk et al., 2017b). Research has
shown that the selections of images can be predictable since users prefer

1. Introduction

Picture Gesture Authentication (PGA) is a cued-recall graphical
authentication system which requires users to select an image and
subsequently draw gestures on that image to create their graphical
password. PGA has been introduced in Windows 8™ and utilized by
millions of users (Zhao et al., 2013) as a promising alternative authen-
tication experience, given that it leverages on the picture superiority
effect (Paivio and Csapo, 1973) and easily adapts to ubiquitous inter-
action realms.

An important user interface design factor that affects the security
strength of user-chosen graphical passwords is the background image
used (Thorpe and van Oorschot, 2007; van Oorschot and Thorpe, 2011;
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clear vs. incoherent images (Aydin et al., 2013), and choose images that
illustrate people (Zhao et al., 2013; Alt et al., 2015) and sceneries (Alt
et al., 2015). In addition, users’ choices are influenced by human attri-
butes in an image (e.g, race, age, gender (Davis et al., 2004)), image
colors and type (Mihajlov et al., 2016).

Prior works (Tullis and Tedesco, 2005; Wiedenbeck et al., 2005;
Thorpe and van Oorschot, 2007; van Oorschot et al., 2010; van Oorschot
and Thorpe, 2011; Bulling et al., 2012; Alt et al., 2015) investigated the
use of image semantics and their effects on the security of user-chosen
passwords. Images can be broadly categorized as generic (i.e., not
directly relevant nor familiar to the users, e.g., abstract, nature,
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landscapes, etc.) or personal (i.e., directly relevant and highly familiar to
the users, e.g., depicting people, objects, or scenes highly personal to
users). Studies in (Thorpe and van Oorschot, 2007; van Oorschot and
Thorpe, 2011; Bulling et al., 2012) indicate that generic images are
susceptible to hot-spots (points on an image that attract users to select them),
thus, leading to the creation of easily predictable passwords. Subse-
quently, several works focused on alleviating the hot-spot issue, mainly
by limiting the available choices during password creation to prevent
users from making selections on hot-spots (Chiasson et al., 2007, 2008;
Bulling et al., 2012).

The use of personal images also impacts the security of user-chosen
passwords, since it may result to the creation of passwords easily
guessable by someone who knows the user (Tullis and Tedesco, 2005;
Wiedenbeck et al., 2005; Schaub et al., 2013). The use of images that are
familiar to the user (e.g., containing family members) increases the
likelihood of certain areas on the image to be selected as part of the
password (Bulling et al., 2012). Furthermore, the fact that many users
often do not understand security features (Furnell, 2005) may lead to the
use of personal photos that violate the privacy of others depicted in the
photo, as well as theirs, since private information is revealed during
login (Ahern et al., 2007).

Hence, the aforementioned state-of-the-art approaches embrace de-
ficiencies; when image content is delivered randomly, the security of the
graphical password is reduced since users, in an attempt to scaffold
memorability, tend to choose easy-to-remember and predictable hot-
spots (Tullis and Tedesco, 2005; Renaud, 2009); when users are
allowed to upload image content, security and privacy considerations
also arise since users tend to create easily guessable passwords (Tullis
and Tedesco, 2005) and often violate the privacy of people depicted in
the uploaded images (Ahern et al., 2007). Therefore, there is a need for a
more sophisticated approach within PGA schemes to achieve a better
tradeoff between security and memorability (Biddle et al., 2012; Belk
et al., 2017a; Katsini et al., 2018; Constantinides et al., 2018a; 2018b;
2020b). A possible direction to achieve this goal, as introduced in this
paper, is a retrospective-based approach for PGA schemes.

A retrospective-based approach for PGA schemes aims at delivering
background images to end-users which depict sceneries that reflect
users’ sociocultural experiences, on different levels of abstractions, thus,
expanding the state-of-the-art narrow spectrum (e.g., too generic or too
personal) of image content semantics in PGAs.

We suggest a five-tier model (Fig. 1) of image content familiarity,
namely: Individual, Group, Organizational, National and Global, boot-
strapped to the users’ prior sociocultural activities, experiences and
declarative memories. At the individual level, people have personal ex-
periences (e.g., one’s experiences within her neighborhood’s cafeteria).
At the group level, people have shared experiences within the
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communities they belong to (e.g., one’s experiences within the volleyball
team she plays for). At the organizational level, people have experiences
within their working places (e.g., one’s experiences within the working
space area at the company she works for). At the national level, people
have nationally shared experiences (e.g., within monuments, landmarks,
folklore). At the global level, people can have experiences within places
not directly relevant to their culture (e.g., experiences when traveling).
The contributions of this work are summarized as follows:

e We introduce the concept of the retrospective approach during
graphical password creation within PGA through a five-tier model of
image content delivery.

e We provide empirical data on the coefficient of image semantics and
users’ declarative memories on their visual behavior during graph-
ical password creation.

e We provide evidence that visual behavior of users with regards to
(non-) hot-spot regions of an image is affected by the retrospective
approach as highlighted through the security analysis of user-
generated passwords.

e We provide evidence that the retrospective approach improves the
security of user-generated graphical passwords, while it does not
hamper memorability and login usability.

e We provide evidence that the retrospective approach introduces
human attack vulnerabilities among people sharing common real-life
experiences.

2. Related work
2.1. Research on influencing security in graphical passwords

A key issue in PGA-like schemes relates to the existence of hot-spots
(points on an image that attract users’ attention) (Thorpe and van Oor-
schot, 2007; van Oorschot and Thorpe, 2011; Bulling et al., 2012), thus,
leading to the creation of easily predictable passwords which are prone
to automated attacks (van Oorschot et al., 2010). To prevent users from
making poor password selections, prior works focused on limiting the
available choices during password creation. For example, Chiasson et al.
(2007) proposed a scheme in which users’ choices are limited to one
click-point per image for a total of five images. In a subsequent work
(Chiasson et al., 2008), a viewport was used that highlights a small
random area of the image aiming to persuade users selecting passwords
that are less likely to include salient regions. Bulling et al. (2012) pro-
posed to hide potential hot-spots using saliency maps, thus, preventing
users from selecting them as part of their passwords. Thorpe et al. (2014)
used the “presentation effect” that gradually reveals the underlying
image to influence users’ choices during password creation. Katsini

Five-tier Model of Image Content Delivery &
Privacy Preservation and Preference of Cued-Recall Graphical Authentication

Each level of the model allows end-users to determine their preferred privacy settings
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For each of the aforementioned model, image content semantics delivery sceneries based on users’
real-life experiences, triggering declarative memories on three different levels of abstraction;
autobiographical, episodic and semantic memories

Fig. 1. Five-tier model of retrospective image content delivery inspired by Erez and Gati (2004), indicating that behaviors, attitudes, prior experiences can be

represented at various levels in a multi-level model of sociocultural experiences.
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et al. (2018) used a similar fade-out effect which starts from the highest
saliency mask level and gradually reveals the image based on users’
cognitive processing styles.

2.2. Research on influencing memorability in graphical passwords

While research on the memorability of PGA-like schemes is rather
limited, numerous works in the context of recognition-based graphical
authentication schemes suggested that generic image content hinders
memorability since users cannot easily connect prior experiences (in
their declarative memory) with the depicted content. Renaud (2009)
conducted a memorability study to compare the efficiency of three types
of images; doodles, generic pictures of random everyday objects, and
personal pictures provided by users, showing that the generic pictures
were the least memorable because of the lack of strong connection be-
tween the users and the pictures. Similar findings were reported by
Tullis and Tedesco (2005), in which generic pictures (i.e., random stock
pictures) were less memorable compared to personal pictures. The
finding was consistent even after a few months had elapsed between the
studies, as well as after introducing very similar distractor images. In
another study conducted with the same participants over a longer period
of time (ie., six years after password creation), results revealed that
twelve out of thirteen participants could still authenticate successfully
(Tullis et al., 2011). Furthermore, studies have shown that various
background image attributes have an effect on memorability, such as
image type (e.g, single objects are more memorable than faces and ab-
stract images) (Mihajlov and Jerman-Blazic, 2011), image properties (e.
g., color, shape, and category) (Mihajlov et al., 2016), image distortion
(Hayashi et al., 2008, 2011), and interference (Everitt et al., 2009).

3. Research motivation

From the aforementioned approaches we can conclude that existing
works, in an attempt to enhance security, rather limit the users’ visual
field by modifying the user interface (e.g., by hiding hot-spot regions) or
intervening in the users’ decision-making process (e.g., by adopting
masking approaches, applying draw-the-curtain effects, etc.). In addition, in
an attempt to increase memorability, users tend to use hot-spot regions
on generic images which weakens the strength of selected passwords, or
use personal images which can be easily predictable or violate privacy.

We expect that the suggested retrospective approach will potentially
trigger users’ declarative memories (Tulving, 1972). This might subse-
quently affect their visual behavior, during PGA password creation, by
moving their attention from hot-spots towards experience-spots (i.e., re-
gions of the depicted sceneries associated with their real-life experi-
ences), and subsequently improving the security of selected secrets. This
could be potentially revealed by analyzing users’ visual behavior during
password creation by considering eye gaze metrics on hot-spots vs.
non-hot-spots. We also expect that the retrospective approach will
improve memorability aspects since it leverages on the reflection of
declarative memories of end-users. On the other hand, we also suspect
that the suggested approach might increase guessing vulnerability
among people sharing common experiences. Bearing in mind that
studies have shown that some people are more concerned about attacks
by insiders (e.g., family members, significant others, etc.) (Muslukhov
et al., 2013), it is important to shed light on how secure the suggested
approach method is against people that are close to the end-user and
share common experiences. To the best of our knowledge, such a
retrospective-based approach has not been suggested and investigated
within PGA schemes so far.

In order to address the aforementioned hypotheses, we designed and
implemented three different user studies: i) User Study A investigating
the effects of the retrospective approach on visual behavior, security and
password creation time; ii) User Study B investigating the effects of the
retrospective approach on memorability and login usability; and iii) User
Study C investigating guessing vulnerabilities of the retrospective
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approach in human guessing attacks. Investigating such an interplay
could provide important insights on personalizing PGA schemes by
considering users’ sociocultural experiences as an important personali-
zation factor in the design of adaptive mechanisms.

4. User study A - Does the retrospective approach affect visual
behavior, security & password creation time?

4.1. Research questions

The following main research questions are investigated:

RQj. Is there a significant improvement in the security strength of
the created passwords in PGA schemes between the experimental group
(retrospective-based approach) and control group (state-of-the-art
approach)? — Answering this question will provide insights on whether the
retrospective approach improves the security strength of created graphical
passwords.

RQ;. Is there a significant difference in users’ visual behavior be-
tween the experimental and the control group, considering also users’
fixations on hot-spots? — Answering this question will provide insights on
whether image content reflecting users’ memories and experiences will show a
decrease of fixations on image hot-spots and simultaneously an increase on
experience-spots.

RQs. Is there a correlation between fixations on hot-spots and user-
selected passwords that include hot-spots, between the experimental
and the control group? — Answering this question will provide insights on
whether regions that attract the attention of the users are also selected during
graphical password creation.

RQy. Is there an association between the image semantics (retro-
spective vs. generic) and users’ password region selection strategy fol-
lowed (i.e., experience- vs. random-driven), between the experimental
and the control group? — Answering this question will provide insights on
whether the selected password regions are linked to exclusive personal ex-
periences or are random-driven.

RQs. Is there a difference in time spent to explore the image between
the experimental and the control group? — Answering this question will
provide insights about the efficiency of the password creation phase of the
retrospective approach.

RQg. Is there a difference in image region selections among users that
created their graphical password on the same image? — Answering this
question will provide insights to better understand if participants who share
common experiences (e.g., go to the same classroom) create similar
passwords.

Fig. 2. A graphical password illustrating the three gestures allowed in our Web-
based graphical authentication scheme.



A. Constantinides et al.
4.2. Study instruments and metrics

4.2.1. Cued-recall graphical authentication mechanism

We developed a Web-based PGA-like graphical authentication
scheme (Fig. 2), similar to Windows 10™ PGA (Johnson et al., 2014), in
which users can create gesture-based passwords on a background image
that acts as a cue. Three types of gestures are allowed: taps, lines and
circles. Free line gestures are not permitted, hence, they are automati-
cally converted into one of the three permitted gestures.

For the processing of the gestures, the mechanism creates a grid of
the image containing 100 squares (segments) on the longest side, and
then divides the shortest side by the same scale.' Rounding was not
applied to any decimal segments, and we allowed 0.25 segments size
overflow at the rightmost side of the image. The approach of creating a
grid of 100 squares allows for storing the gestures based on their
segment position on the grid rather than the coordinates in pixels. For
each gesture, the following data are stored: for taps, the coordinates of a
point, for lines the coordinates of the starting and ending point, and for
circles the coordinates of the center, radius and direction.

Before enrolment in the system, the mechanism provides a demon-
stration page, in which users can experiment by drawing gestures on a
background image. On the enrolment page, the screen is split in two
sides (Fig. 2). On the left side, there are instructions about the password
creation, and three numbers (1, 2, 3) indicating the current active
gesture.

On the right side, there is the background image on which users can
create their passwords by drawing three gestures. After each gesture is
drawn, the shape of the gesture is temporarily displayed on the screen at
the corresponding location, to provide feedback to the user that the
gesture has been captured by the mechanism. Users are required to
redraw the three gestures to confirm their graphical password.

During the comparison of the two passwords, the mechanism allows
for a tolerance distance in terms of the coordinates on the grid (36
segments around each initial selected segment are acceptable' (Katsini
et al., 2018), thus, building a circle of 3 segments radius). This tolerance
allows better accuracy of users’ selections during login. However, there
is no tolerance regarding ordering, type, and directionality of the
gestures.

During the login task, the user is presented with the same page and is
required to enter the graphical password by reproducing all three ges-
tures. The mechanism compares the entered password with the stored
one and login is considered successful if (a) all three gestures (ordering,
type, and directionality) match with the stored ones; and (b) the toler-
ance distance between the entered gestures and the stored ones fit in the
predefined tolerance threshold.

4.2.2. Equipment

An All-in-One HP computer with a 24” monitor was used (1920 x
1080 pixels, 16:9 aspect ratio). To capture eye movements, we used
Gazepoint GP3 eye tracker (GP3 Eye Tracker, 2020), which captures
data at 60 Hz. No equipment was attached to the participants. Following
the manufacturer’s guidelines, the eye tracker was calibrated individu-
ally using a 5-point calibration procedure and was positioned at an
upwards angle roughly 30 cm below eye level and 65 cm away.

4.2.3. Study factors — semantics of image content

To control participants’ sociocultural familiarity with the image se-
mantics and thus investigate the research questions, we intentionally
chose two specific image sets: i) Group level retrospective images: images
highly related to the participants’ shared, individual and common so-
ciocultural experiences from their daily life context (i.e., depicting
sceneries of a University campus such as lecture rooms, lab rooms,
cafeteria, etc.), which serve as the experimental factor; and ii) Global

1 Microsoft™ Picture Password blog - bit.ly/25ajCDO
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level generic images: images illustrating generic/artificial content unfa-
miliar to the users (i.e., depicting generic sceneries and people) in order
to avoid users being familiar with a specific scenery, which serve as the
control factor. In addition, the scenery of the generic image set reflected
state-of-the-art knowledge in PGA user research (Zhao et al., 2015). In
order to minimize the bias effect of using one image per group, we
provided a set of nine images for each group. Users could select only one
image from their corresponding image set. Fig. 3 (left and right) il-
lustrates the two image sets used in the study.

The sets of images were based on existing research that has shown
that users tend to select images illustrating sceneries (Dunphy and Yan,
2007; Alt et al., 2015; Zhao et al., 2015).

Considering that the number of hot-spots and the image complexity
affect the password strength (Wiedenbeck et al., 2005; Katsini et al.,
2018), we chose images of similar number of hot-spots and complexity
between and within images belonging to the two groups. For doing so,
we followed a semi-automated approach to detect the hot-spots regions.
To calculate the number of hot-spots, we used a combination of com-
puter vision techniques for object detection”* and a combination of
saliency maps® and saliency filters® (Perazzi et al., 2012) for the salient
regions. Furthermore, we assessed the equivalence of the two image sets
by calculating the image complexity using entropy estimators’® (Car-
daci et al., 2009). Furthermore, we expect that users will make their
password selections around objects easily distinguishable from their
surroundings on the image (Thorpe and van Oorschot, 2007; Zhao et al.,
2013). Therefore, we also considered the objects that “stand out” in the
images as potential hot-spots using object detection mechanisms® %34,
Based on the aforementioned objective measures, we decided on these
two image sets (Fig. 3 left and right). Table 1 summarizes the image
complexity and number of hot-spots regions.

4.2.4. Password strength

We adopted a widely used approach for measuring password
strength in PGA schemes (Zhao et al., 2013, 2015) by calculating the
number of guesses required to crack the users’ passwords. Following
existing approaches that consider hot-spots regions (or Points of In-
terests - Pol) (Sadovnik and Chen, 2013; Zhao et al., 2013, 2015; Katsini
etal., 2018), we used a Pol-assisted Brute-force Attack model proposed by
Zhao et al. (2013) starting from segments covering the hot-spots seg-
ments, then checking the neighboring segments, and finally checking
the rest of the segments. Aiming to complement the analysis, we further
used the Knowledge-based Pol-assisted Attack model used in Zhao et al.
(2013), which is able to abstract knowledge of user choices in PGA-like
schemes, and we generated ranked dictionaries that were used for
further assessing the password strength. We intentionally did not adopt
a naive-based brute-force attack since this would not be realistic and
relevant to the suggested approach which considers hot-spots segments.
Furthermore, we focused on offline attacks since they represent a major
and realistic threat to service providers compared to online attacks
which are preventable considering the effective key space of PGAs' and
the ability to lock accounts after 5-10 failed logins. These approaches fit
with RQ; which investigates the strength of users’ passwords with
respect to the hot-spots segments.

4.2.5. Eye gaze metrics
Following common practices for capturing users’ visual behavior
(Duchowski, 2007; Raptis et al., 2016, 2017; Katsini et al., 2018; Fidas

Tensorflow - bit.ly/1MWEhkH
Amazon Rekognition - amzn.to/2hm466g
Google Cloud Vision - bit.ly/21xSsUV
Saliency Map - bit.ly/2MuiSZC
Saliency Filters - bit.ly/2QMuQvU
Image Entropy - bit.ly/2wB7Erm
scikit-image Shannon Entropy - bit.ly/2Xx4iBK
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Fig. 3. The retrospective set of nine images (left — User Study A; middle — User Study B) illustrating sceneries at the participants’ University. The generic set of nine

images (right) illustrating generic/artificial sceneries unfamiliar to the participants.

Table 1
Similarities of number of hot-spots and image complexity for the image sets used
in User Study A.

Image Complexity in Complexity in ~ Number of Hot- Number of
D bits bits (generic) spots Regions Hot-spots
(retrospective) (retrospective) Regions

(generic)

1 7.44 7.62 7 7

2 7.48 7.39 8 7

3 7.32 7.46 7 7

4 7.72 7.75 6 6

5 7.51 7.58 8 8

6 7.65 7.73 6 6

7 7.49 7.54 7 7

8 7.19 7.24 7 6

9 7.46 7.52 8 7

et al., 2019), we selected fixation count and fixation duration on the
(non-) hot-spots segments of the images. The fixation count metric is the
total number of fixations within each area of interest (AOI), by consid-
ering visits and revisits to the AOI The fixation duration is the total
duration of fixations within an AOI, considering visits and revisits to the
AOL

4.3. Sampling and procedure

4.3.1. Participants

A total of 42 individuals (19 females) participated in the study,
ranging in age between 20 and 32 years old (m = 24, sd = 3.1). We
recruited undergraduate students from a European University through
email invitations and in-class announcements made by colleagues.
Participants had no relationship to the researchers to avoid biases.
Participants were split into two groups based on the image type (i.e.,
retrospective user group and generic user group), and the image type
was randomly varied across all users. To increase the internal validity of
the study, we recruited participants that had no prior experience with
PGA-like authentication mechanisms nor knowledge of its security se-
mantics, and participants who had spent the last three years at the
University campus, assuming they would have had experiences within
the University. Postgraduates and faculty were intentionally not
considered aiming to: i) control the image semantic familiarity factor by
illustrating sceneries where undergraduates engaged with everyday-life
activities; and ii) retain ecological validity (i.e., give incentives to create
secure and memorable credentials). We assured that the technical
background of the participants would not bias the experiment by
including only those with no knowledge of PGA security semantics.

4.3.2. Experimental design and procedure

With respect to the ethical aspects of the study, we adopted the
University’s human research protocol that takes into consideration
users’ privacy, confidentiality and anonymity. All participants

performed the password creation task in a quiet lab room with only the
researcher present. To avoid any bias effects, no details regarding the
research objective were revealed to the participants. The study involved
the following steps: first, participants were informed that the collected
data would be stored anonymously and would be used only for research
purposes, and they signed a consent form. Next, they completed a
questionnaire on demographics and the eye-calibration process fol-
lowed. Next, participants were introduced to a demonstration page to
familiarize themselves with the process of drawing gestures. Partici-
pants were then requested to create a user account in order to access an
online service. To increase ecological validity and keep security as a
secondary task (Egelman et al., 2013), participants were requested to
create an account using our PGA scheme, in order to use this account to
login for accessing student materials within a University’s website.

The retrospective user group received a set of nine retrospective
images, and the generic user group received a set of nine generic images.
In the first step, they created a username and then they selected one
image out of the nine available images, on which they created their
graphical password by drawing three gestures using a computer mouse.
To confirm their graphical password, they were requested to reproduce
the initial three gestures. Finally, semi-structured interviews were con-
ducted with each participant at the end of password creation, covering
the following open-ended questions:

- Did the image scenery impact your password selections? (To further elicit
the effect of declarative memories on the provided sceneries.)

- What was the rationale behind your password selections? (To get in-
sights on the experience- vs. random-driven selections.)

- Are you aware of security aspects of PGA? (To exclude participants
having prior knowledge on PGA security. We intentionally did not
ask this question during the recruitment to avoid revealing research
aspects about security.)

Responses were grouped based on a coding schema relevant to the
questions, and the most relevant responses are reported in the form of
quotes in the Main Findings’ section.

4.4. Analysis of results

In the analyses that follow, data are mean + standard error. There
were no significant outliers in the data.

4.4.1. Differences in security strength of the created graphical passwords
(RQp

To investigate RQ;, we ran an independent-samples t-test, with the
user group (retrospective vs. generic) as the independent variable, and
the number of guesses needed to crack the password using the Pol-
assisted Brute-force Attack model as the dependent variable (Fig. 4). The
analysis revealed that the passwords created from the users of the
retrospective image group required more guesses to crack (14.49 + 4.69
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Fig. 4. Means of password strength among image types, as assessed by the Pol-
assisted Brute-force Attack model (Zhao et al., 2013).

million) than users of the generic image group (4.09 + 1.5 million), a
statistically significant difference of 9.8 + 4.3 million (95% CI, 0.746 to
1.88), t(21.513)=2.248, p=.035.

Furthermore, the percentage of passwords cracked using the
Knowledge-based Pol-assisted Attack model was 72.22% for the generic
group, while 44.44% for the retrospective group within 2% guesses
(Fig. 5).

To further verify the security strength of the created passwords, we
took an extra step to analyze users’ individual gestures with respect to
hot-spots regions. We ran an independent-samples t-test, with the user
group (retrospective vs. generic) as the independent variable, and the
proportion of gestures falling into hot-spots regions as the dependent
variable. The analysis (Fig. 6) revealed that users of the retrospective
image group made a lower proportion of selections falling into hot-spots
regions (0.49 + 0.07) than users of the generic image group (0.83 +
0.06), a statistically significant difference of —0.332 + 0.09 (95% CI,
—0.533 to —0.131), t(35)=-3.348, p=.002.

4.4.2. Differences in visual behavior during creation of graphical passwords
(RQ)

To investigate RQ2, a one-way multivariate analysis of variance was
run to determine the effect of image type on visual behavior. Two
measures of visual behavior were assessed: proportion of fixation count
on hot-spots and proportion of fixation duration on hot-spots. Users from
the generic image group exhibited higher proportion of fixation count on
hot-spots (0.417 + 0.148) than the retrospective image group (0.224 +
0.171). Also, users from the generic image group exhibited higher pro-
portion of fixation duration on hot-spots (0.515 + 0.214) than the
retrospective image group (0.235 + 0.209). The differences between the
two image type groups on the combined dependent variables was sta-
tistically significant, F(2, 27)=6.217, p=.006; Wilks’ A=0.685; partial
112:0.315. Follow-up univariate ANOVAs showed that both fixation
count proportion on hot-spots (F(1, 28)=10.868, p=.003; partial
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Fig. 5. Percentage of passwords cracked, as assessed by the Knowledge-based
Pol-assisted Attack model (Zhao et al., 2013).
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Fig. 6. Percentage of users’ password selections falling into hot-spots segments
among image types.

77=0.280) and fixation duration proportion on hot-spots (F(1, 28)=
12.810, p=.001; partial 4?°=0.314) were statistically significantly
different between the users from the different image type groups.

Furthermore, we conducted a per-second analysis of the total num-
ber of fixations and the fixations on hot-spots for each group during the
password creation phase (Fig. 7). The analysis revealed that while the
two groups exhibited a similar number of fixations overall, however, the
generic group exhibited higher number of fixations on hot-spots
throughout the session. Also, users of the generic group exhibited
more and longer fixations on hot-spots vs. non-hot-spots compared to the
retrospective group, as depicted in Fig. 8 (left) and Fig. 8 (right)
respectively.

4.4.3. Correlation of fixations on hot-spots with user-selected passwords
that included hot-spots in retrospective vs. generic image groups (RQ3)

To investigate whether users’ fixations on hot-spots are correlated
with user-selected passwords that included hot-spots in both image
groups (RQ3), we performed two Pearson’s product-moment correlation
tests. The first test was run to assess the relationship between the fixa-
tion count proportion on hot-spots and the proportion of hot-spots re-
gions included in user-selected passwords revealing a statistically
significant, strong positive correlation between the two, r(35)=0.531,
p=.003. We further assessed the relationship between fixation duration
proportion on hot-spots and the proportion of hot-spots regions included
in user-selected passwords revealing a statistically significant, strong
positive correlation between the two, r(35)=0.578, p=.001.

4.4.4. Association between image semantics and password selection strategy
followed across the two image groups (RQ4)

To investigate whether the selected password regions were linked to
exclusive personal experiences or were random-driven (RQ4), we con-
ducted an additional analysis on qualitative responses from the semi-
structured interviews, by annotating users’ quotes as either experience-
or random-driven selections. In the retrospective group, 15 users selected
regions based on their experiences related to the image, while 6 users
followed a random selection. In the generic group, all users followed a
random selection. We conducted a chi-square test for association be-
tween image group and password selection approach followed. All ex-
pected cell frequencies were greater than five. There was a statistically
significant association between image group and password selection
approach followed, y%(1)=23.33, p<.001, with a moderately strong as-
sociation, p=0.74, p<.001, suggesting an effect of the depicted image
sceneries and semantics, and users’ personal experiences towards pass-
word selections.

4.4.5. Differences in time spent to create a graphical password (RQs)
The observed differences in users’ visual behavior during password

creation phase were reflected in the time spent for the completion of the

password creation task (RQs). We ran an independent-samples t-test,
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Fig. 8. Percentage of fixation count (left) and fixation duration (right) on hot-spots vs. non-hot-spots across the two groups.

with the user group (retrospective vs. generic) as the independent var-
iable, and the time spent to complete the password creation task as the
dependent variable (Fig. 9). The analysis revealed that users of the
retrospective image group spent more time to create their password
(48.34 + 7.38 s) than users of the generic image group (28.82 + 4.80 s),
a statistically significant difference of 19.52 + 8.80 (95% CI, 1.531 to
37.515), t(29.455)=2.218, p=.034. The analysis also revealed that users
of the retrospective image group spent more time to complete the
password creation task (68.04 + 10.69 s), which also included the
confirmation phase, than users of the generic image group (43.41 +
6.71 s), a statistically significant difference of 24.62 + 12.48 (95% CI,
—0.720 to 49.972), t(35)=1.972, p=.05.

4.4.6. Similarities in graphical password regions selections when users
created their password on the same image (RQg)

To investigate whether individuals who share common sociocultural
experiences tend to create similar passwords when they use the same
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Fig. 9. Time spent to complete the password creation and confirmation tasks
among image types.

image during password creation, we first split the participants from the
retrospective group into subgroups based on the image they used. In the
sample of the retrospective group (n = 18), 2 out of 9 images from the
retrospective image set were not used by any participant. From the
remaining 7 images that were selected by participants, 2 images were
selected by only one participant, and 5 images were selected by more
than one participant, creating five subgroups of participants that had
selected the same image.

Given that the implementation of PGA-like mechanisms takes into
consideration the order and the type of gestures (e.g., circles are more
complex than simple taps but less complex than lines'), in order to un-
derstand the similarities of users’ password selections, we have dis-
regarded the order and the type of the gestures and rather focused on the
positions of the password selections. To do so, we simplified the gesture
type as follows: For circles, we disregarded the radius and the direc-
tionality and kept only the center of the circle as a x, y segment, while for
lines, we considered only the x, y segment of the starting point of the
line. Table 2 summarizes the similarities in image regions across users
who created their password on the same image. Accordingly, out of 48
gestures made by 16 users who selected the same image, 8 users chose
one same region, 4 users chose two same regions, and no user selected all

Table 2
Summarization of the similarities in image regions across users who created
their password on the same image.

Case #  # of users that selected same Common regions in password
image selections among users
loutof3 2outof3  3outof3

1 5 4 - -

2 3 - 3 -

3 3 2 1 -

4 3 1 - -

5 2 1 _

Total 16 8 4
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three same regions. We would also like to note that when we consider
the exact order of the gestures, there are no observed similarities in
image regions across all subgroups and all participants.

4.4.7. Example of users’ approaches followed

Users from the retrospective image group followed a visual behavior
on non-hot-spots segments of the image, and subsequently made their
selections around these segments, thus leading to a strong password as
shown in Fig. 10(c) top. On the contrary, users from the generic image
group followed a visual behavior around the hot-spots segments of the
image, and subsequently made their selections around these segments,
thus leading to a weak password Fig. 10(c) bottom.

5. User study b - does the retrospective approach affect
memorability and login usability?

5.1. Research questions

The following main research questions are investigated:

RQ;j. Is there a significant difference in the memorability of graphical
passwords between the experimental group (retrospective-based
approach) and control group (state-of-the-art approach)? — Answering this
question will provide insights on whether the retrospective approach improves
the memorability of user-created secrets.

RQa. Is there a significant difference in the login time of graphical
passwords between the experimental and the control group? — Answering
this question will provide insights about the efficiency of the login phase of the
retrospective approach.

RQ3. Is there a significant difference in the login failure of graphical
passwords between the experimental and the control group? — Answering
this question will provide insights about the effectiveness of the login phase of
the retrospective approach.

5.2. Study instruments and metrics

We used the same instruments and equipment as the ones used in
User Study A. The semantics of image content for the retrospective group

g
i% T L BT

a. Generic image

b. Saliency map depicting hotspot
segments

e 48T

b. Saliency map depicting hotspot
segments
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were adjusted (Fig. 3 middle) to reflect participants’ shared, individual
and common sociocultural experiences from the daily life context (i.e.,
depicting sceneries of another University campus). Furthermore, we
ensured that the adjusted retrospective image set was similar to the
generic set. Table 3 summarizes the image complexity and number of
hot-spots regions.

5.2.1. Memorability and login usability metrics

Following the approach in Stobert and Biddle (2013), we used two
metrics as a measure of memorability: i) memory time, which is the
greatest length of time between a password creation and a successful
password login using the same graphical password; and ii) number of
password resets. With regards to login usability, we measured: i) login
time which started from the time the image was illustrated to the user,
until the user successfully entered the graphical password; and ii) login
failure, calculated based on the number of sessions that included a failed
attempt. A session is considered as failed when more than one attempt is
required to login.

Table 3
Similarities of number of hot-spots and image complexity for the image sets used
in User Study B.

Image Complexity in Complexity in ~ Number of Hot- Number of
D bits bits (generic) spots Regions Hot-spots
(retrospective) (retrospective) Regions

(generic)

1 7.51 7.62 7 7

2 7.46 7.39 7 7

3 7.38 7.46 8 7

4 7.69 7.75 6 6

5 7.52 7.58 7 8

6 7.64 7.73 6 6

7 7.51 7.54 7 7

8 7.21 7.24 6 6

9 7.48 7.52 7 7

c. Eye gaze heatmaps and user
password selections

P

c. Eye gaze heaaps and user
password selections

Fig. 10. (a) Original images used by a user from the retrospective group (top) and a user from the generic group (bottom); (b) The saliency maps of the original
images depicting the hot-spots segments; (c) Heatmap of fixations during graphical password creation and users’ password selections (red circles). (For interpretation
of the references to color in this figure legend, the reader is referred to the web version of this article.)
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5.3. Sampling and procedure

5.3.1. Participants

A total of 71 individuals (40 females) participated in the study,
ranging in age between 18 and 25 years old (m = 20.76, sd=2.27). We
recruited 36 undergraduate students (20 females; m = 21.58, sd=2.25)
from an Asian University, and 35 undergraduate students (20 females;
m = 19.70, sd=1.88) from a European University, through email in-
vitations and in-class announcements made by colleagues. Participants
had no relationship to the researchers to avoid biases. Participants were
split into two groups based on the image type (i.e., retrospective user
group and generic user group), and the image type was randomly varied
across all users. To increase the internal validity of the study, we
recruited participants that had no prior experience with PGA-like
authentication mechanisms nor knowledge of its security semantics,
and participants who had spent the last three years at the University
campus, assuming they would have had experiences within the Uni-
versity. Postgraduates and faculty were intentionally not considered
aiming to: i) control the image semantic familiarity factor by illustrating
sceneries where undergraduates engaged with everyday-life activities;
and ii) retain ecological validity (i.e., give incentives to create secure and
memorable credentials). We assured that the technical background of
the participants would not bias the experiment by including only those
with no knowledge of PGA security semantics.

5.3.2. Experimental design and procedure

The study was split in two phases:

Phase A. All participants performed the password creation task in a
quiet lab room with only the researcher present. To avoid any bias ef-
fects, no details regarding the research objective were revealed to the
participants. The study involved the following steps: first, participants
were informed that the collected data would be stored anonymously and
would be used only for research purposes. Next, they signed a consent
form and they completed a questionnaire on demographics. Next, par-
ticipants were introduced to a demonstration page to familiarize
themselves with the process of drawing gestures. Participants were then
requested to create a user account in order to access an online service. To
increase ecological validity and keep security as a secondary task
(Egelman et al., 2013), participants were requested to create an account
using our PGA scheme, in order to use this account for accessing a
memes website in the following two weeks.

The retrospective user group received a set of nine retrospective
images, and the generic user group received a set of nine generic images.
In the first step, they created a username and then they selected one
image out of the nine available images, on which they created their
graphical password by drawing three gestures using a computer mouse.
To confirm their graphical password, they were requested to reproduce
the initial gestures.

Phase B. Following the method in Stobert and Biddle (2013), after
Phase A we sent three notification emails on Day 1, Day 3, and Day 6.
Each email directed the participants to the study website and informed
them that the website had been updated with new memes. Although the
notification emails did not request participants to perform a login, they
needed to do so in order to access the updated memes content. The same
intervals between the notification emails were also used in the second
week of the study (Day 8, Day 10, and Day 13). The final notification
email was sent on Day 13, covering the range of a two-week memora-
bility study. With regards to users who failed at dayX and did not reset
their password, we considered the range [dayl-dayX] for the greatest
memory time range calculations. With regards to users who reset their
password at dayY, we considered the maximum range MAX([dayl--
dayY], [dayY-day13]) for the greatest memory time range calculations.
Finally, to check whether participants used any form of external storage
during the study to help them remember their graphical passwords (e.g.,
write down their gestures and look at them during login), we conducted
a post-study interview in which participants were interviewed about
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external password storage to exclude them from the analysis. There were
no participants that used any form of external password storage.

5.4. Analysis of results

In the analyses that follow, data are mean =+ standard error. There
were no significant outliers in the data.

5.4.1. Differences in memorability of graphical passwords across the two
image groups (RQ1)

The maximum memory time that someone could achieve was
approximately 336 h (14 days x 24 h). To investigate RQ;, we conducted
an independent-samples t-test, with the user group (retrospective vs.
generic) as the independent variable, and the memory time as the
dependent variable (Fig. 11). The analysis revealed that memory time
between the two user groups was not significantly different (t(42)=—
1.068, p=.292); memory time of the retrospective image group was
216.40 + 24.22 h, while memory time of the generic group was 249.09
+19.31 h.

As an additional measure of memorability, we recorded the number
of password resets per participant. The median number of resets for both
the retrospective and the generic image groups was 0. A Mann-Whitney
U test revealed that the number of resets for the retrospective image
group (19 resets; mean rank=33.02) was not statistically significantly
different than the generic image group (18 resets; mean rank=29.89), U
= 431.50, 2=—0.814, p=.416.

5.4.2. Differences in login time across the two image groups (RQ2)

Following an existing approach from Belk et al. (2017a), time to
login data were analyzed using R (R Core Team, 2015) with the Ime4
package (Bates et al., 2014) using a mixed effects analysis since this
enabled us to handle all the variables of the study while accounting for
repeated-measures of individuals (6 email notifications across a period
of two weeks, yielding a maximum of 426 login observations). Another
advantage of such statistical models is that they can handle missing data
of users, e.g., a user that has not participated in some sessions across the
two weeks of the study can be used in the analysis without requiring
removing the user from the sample, as opposed to an analysis of a
repeated-measures ANOVA (Pinheiro and Bates, 2006).

For login time differences (RQ2), we performed a mixed effects
analysis of the relationship between the time to successfully authenti-
cate (by also including any failed attempts that eventually ended in a
successful authentication) and the image type. As fixed effects, we
entered image type (retrospective and generic) into the model. As
random effects, we used subjects in order to account for non-
independence of measures. Visual inspection of residual plots revealed
that linearity and homoscedasticity were not violated. P-values were
obtained by likelihood ratio tests of the full model with the effect in
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Fig. 11. Memory time across the two groups.
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question against the model without the effect in question (Winter and
Grawunder, 2012). The analysis revealed that the image type had no
impact on the time needed to authenticate (xz(l):1.004, p=-31). During
week 1 of the study, the mean login time for the users of the retro-
spective group was 13.68 + 2.02 s, while for the users of the generic
group was 11.27 + 1.49 s. During week 2 of the study, the mean login
time for the users of the retrospective group was 8.91 + 1.44 s, while for
the users of the generic group was 15.10 + 4.20 s. Fig. 12 depicts the
mean login time across image group for each week.

5.4.3. Differences in login failure across the two image groups (RQs)

Among 224 wuser authentication sessions, 49 attempts failed
(21.875% overall failure rate). For each authentication attempt of each
user, we entered a flag indicating whether the particular attempt was
successful or unsuccessful. Accordingly, for login failure (RQj3), we
performed a mixed logistic regression with the task attempt (successful
vs. unsuccessful) as the dependent variable. The independent variable
was used as fixed effects (image type), and the subjects as random ef-
fects. For significance testing we tested the full model against a model
without the effects in question by obtaining their likelihood ratio tests.
The analysis revealed that the image type had no impact on login failure
(2(1)=0.01, p=-90). During week 1 of the study, there were 20 sessions
that failed for the users of the retrospective group, while there were 13
sessions that failed for the users of the generic group. During week 2 of
the study, there were 4 sessions that failed for the users of the retro-
spective group, while there were 12 sessions that failed for the users of
the generic group. Fig. 13 depicts the failed attempts across image group
for each week of the study.

6. User study c - does the retrospective approach introduce
guessing vulnerabilities by individuals close to the user?

Bearing in mind that when using the retrospective approach,
graphical password selections are based on the users’ existing socio-
cultural experiences, it is probable that the individuals who share
common experiences with the end-users might be able to guess their
selections. In order to shed light on this aspect, we have conducted a
human attack study focusing on guessing vulnerabilities of the approach
among people sharing common sociocultural experiences. Each session
of the study embraced pairs of participants that were closely related (e.
g., friends, couples, relatives, etc.) and who shared common experiences.
In each session, we asked both participants to first create a graphical
password, and then each participant was asked to guess the password
selections of the other participant.

6.1. Research questions
The following research question is investigated:
RQ. Does the retrospective-based approach within graphical pass-

words entail guessing vulnerabilities in terms of allowing attackers who
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Fig. 12. Mean login time across the two groups, during each week of the study.
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the study.

share common experiences with the end-users to more easily identify
regions of their selected secrets? — Answering this question will provide
insights on whether the retrospective approach introduces guessing vulnera-
bilities in human guessing attacks.

6.2. Study instruments and metrics

We used the same instruments and equipment as the ones used in
User Study A and User Study B. The semantics of image content for the
retrospective group were adjusted to reflect participants’ shared, indi-
vidual and common sociocultural experiences from the daily life context
(i.e., working environment in the case of colleagues, café/bars in which
couples or close friends usually hang out), as depicted in Fig. 14. For
doing so, prior to the study, we asked each pair of participants to provide
a set of images from places they share common experiences with. To
avoid bias effects, we did not inform the participants about the reason
they were providing the images until the end of the study.

Furthermore, we ensured that the adjusted retrospective image set
included pairs of images that were similar in terms of image complexity
and number of hot-spots regions as shown in Table 4. With regards to
calculating the password strength, we adjusted the Pol-assisted Brute-
force Attack model from User Study A to start from segments covering
the segments provided by each attacker, then checking the neighboring
segments, then checking the hot-spots segments and their neighboring
segments, and finally checking the rest of the segments.

6.3. Sampling and procedure

6.3.1. Participants

A total of 26 individuals (12 females) participated in the study,
ranging in age between 25 and 60 years old (m = 40.03, sd=10.23).
Since the purpose of this study was to understand how individuals
decide on their selections when performing an attack on a password
created by another individual with whom they share common experi-
ences within places depicted on retrospective images, we intentionally
recruited pairs of participants that are close to each other (5 couples, 3
pairs of close friends, 5 pairs of colleagues). To increase the internal
validity of the study, we recruited participants that had no prior expe-
rience with PGA-like authentication mechanisms nor knowledge of its
security semantics, as assessed by a post-study interview in order to
exclude any participants that have prior knowledge on PGA security.

6.3.2. Experimental design and procedure

With respect to the ethical and safety aspects of the study, we
adopted state-of-the-art human research protocols that take into
consideration users’ privacy, confidentiality and anonymity, as well as
all the necessary measures against Covid-19 to ensure the participants’
safety. Each session of the study entailed a pair of participants that were
closely related (e.g., friends, couples, relatives, etc.). Both participants
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Fig. 14. A subset of images used in the human attack study illustrating sceneries in which participants share common experiences.

Table 4
Similarities of number of hot-spots and image complexity for the 5 image sets
used in User Study C.

Image set Image ID Complexity in bits Number of Hot-spots Regions
1 1 7.49 7
2 7.45 7
2 1 7.58 7
2 7.64 6
3 1 7.37 6
2 7.43 7
4 1 7.57 7
2 7.52 8
5 1 7.44 7
2 7.49 6

were first asked to create a graphical password, and then guess the
password of each other. The study was run in a quiet lab room with only
the researcher present. The study was split in two phases (password
creation phase, and human guessing attack phase) as follows:

Phase A — Password Creation. During the first phase, each pair of
participants visited the laboratory in a pre-scheduled time within the
Covid-19 safety regulations, and were asked independently to create a
graphical password in order to access an online service. To avoid bias
effects during the attack phase, each participant created a password on a
different image provided by them that depicted places in which they
share common experiences.

Phase B — Human Guessing Attack. In this phase, we switched the
image of the pairs and each participant was asked to guess the other
participant’s secrets as follows: i) by first indicating 3 areas (x, y seg-
ments on the grid) on the image for which they believe that the other
participant made their selections around them; and then ii) by actually
drawing 3 gestures for a total of 3 attempts to guess the actual password
(i.e., considering the ordering of gestures and type of gestures). During
the attack phase, we adopted the think-aloud protocol aiming to elicit
whether the rationale behind the attacker’s selections is related to the
shared memories and experiences she possesses with the other partici-
pant from the same pair. Finally, both participants completed a ques-
tionnaire on demographics.

6.4. Analysis of results
To investigate the RQ, we conducted three analyses: i) we calculated

the Euclidean distance of the attackers’ guessing selections from the end-
users’ password secret selections; ii) based on the first analysis

11

(Euclidean distance), we adjusted the brute-force attack performed in
User Study A in order to investigate whether users who share common
experiences were able to run a more effective attack by starting to guess
regions they suspected that the users selected their password; and iii) we
performed a qualitative analysis based on the participants’ responses
and researcher’s observations to triangulate and better understand the
approach followed by attackers on graphical passwords created on
retrospective images. In the analyses that follow, data are mean +
standard error. There were no significant outliers in the data.

6.4.1. Euclidean distance of attackers’ selections from the end-users’ secret
selections

To investigate how far the attackers’ guessing selections were from
the end-users’ actual secret selections, we calculated the Euclidean
distance between the 3 x, y segments provided by the attacker and the 3
x, y segments of the end-user. For doing so, we performed three analyses:
i) disregarding the type of the gesture and the exact order, ie., the at-
tacker’s first segment was compared to the end-user’s closest segment,
the attacker’s second segment compared to the end-user’s closest
segment, and the attacker’s third segment compared to the end-user’s
closest segment; ii) disregarding the type of the gesture, but considering
the exact order, i.e., the attacker’s first segment was compared to the
end-user’s first segment, the attacker’s second segment compared to the
end-user’s second segment, and the attacker’s third segment compared
to the end-user’s third segment; and iii) considering the type of the
gesture and exact order, which in principle, simulates an online guessing
attack.

A. Disregarding the type and the exact order of the gesture. Fig. 15 de-
picts the Euclidean distance of each gesture of each participant by dis-
regarding the type and the exact order of the attackers’ gestures and the
end-users’ gestures. For the analysis, we adopted a threshold of 3 seg-
ments, by considering the allowed tolerance of the PGA mechanism’.
Accordingly, among 78 gestures (3 gestures x 26 participants), 16 ges-
tures (20%) were in close proximity with the attacker’s guessed selec-
tions. Furthermore, we conducted a one-way repeated measures ANOVA
to determine whether there was a statistically significant difference in
Euclidean distance over the 3 gestures. There were no outliers, and the
data were normally distributed at each time point, as assessed by box-
plot and Shapiro-Wilk test (p>.05), respectively. The assumption of
sphericity was met, as assessed by Mauchly’s test of sphericity, y2(2)=
0.699, p=.705. The segments selected by attackers did not elicit statis-
tically significant changes in Euclidean distance across the 3 gestures, F
(2, 50)=1.950, p=.153, partial w2:0.02, with Euclidean distance



A. Constantinides et al.

70

60 A
A
Iy
8 50
€~ A A
]
240
e A
£ A N
§8 N &
2 » 30 A A 4
e A A A A
g:, A t A A
A
Won|a 44 Al N
A A A A A A
A ad AT, A A
10 N A A
A A A
4 4 Ada " ——
o La L) A A A 2 LYY W W SN
0 5 10 15 20 25 30
Participant

Fig. 15. Euclidean distance between attackers’ gestures and end-users’ ges-
tures, by disregarding the type and the exact order.

decreasing from 21.54 + 3.10 for the first selection to 14.74 + 2.79 for
the second selection and slightly increasing to 15.32 + 2.25 for the third
selection.

B. Disregarding the type of the gesture but considering the exact order.
Fig. 16 depicts the Euclidean distance by disregarding the type of se-
lections, but considering the exact order of the attackers’ gestures and
the end-users’ gestures. Applying the same threshold of 3 segments, the
analysis revealed that among 78 gestures (3 gestures x 26 participants)
made by the participants, 8 gestures (10%) were in close proximity with
the attacker’s guessed selections. Furthermore, we conducted a one-way
repeated measures ANOVA to determine whether there was a statisti-
cally significant difference in Euclidean distance over the 3 gestures.
There were no outliers, and the data were normally distributed at each
time point, as assessed by boxplot and Shapiro-Wilk test (p>.05),
respectively. The assumption of sphericity was met, as assessed by
Mauchly’s test of sphericity, y%(2)=0.200, p=.905. The segments
selected by attackers did not elicit statistically significant changes in
Euclidean distance across the 3 gestures, F(2, 50)=0.274, p=.761, partial
@?=-0.01, with Euclidean distance decreasing from 32.19 + 4 for the
first gesture to 27.99 + 4.20 for the second gesture and slightly
increasing to 29.53 + 4.19 for the third gesture.

C. Considering the type and the exact order of the gesture. We compared
the 3 attempts of each attacker with the end-user’s stored password from
the same pair of participants. From a total of 78 attacking guesses (3
attempts of each attacker x 26 participants), there was only 1 successful
attempt, yielding an online success guessing rate of 0.01%. It is worth
noting that the successful online attack contained 3 gestures on 3 hot-
spots areas. Although it is a bit surprising for an online attack to
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Fig. 16. Euclidean distance between attackers’ gestures and end-users’ ges-
tures, by disregarding the type but considering the exact order.
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succeed with only 3 guessing attempts, considering the complexity and
the ordering of PGA-like mechanisms, both the attacker and the creator
confirmed that they followed the same approach of selecting 3 areas that
attracted their attention initially. In particular, they both drew 3 taps,
which are the simplest and least secure types of gestures', from left to
right on the 3 office chairs depicted on the image.

6.4.2. Security strength of the created retrospective graphical passwords
based on experience-spot-driven brute-force attack

To investigate whether the suggested retrospective approach holds
against attacks when considering the experience-spots indicated by each
participant that acted as an attacker, we conducted an offline attack
comparing a POI-assisted brute-force attack (the same attack that con-
siders hot-spots regions as in User Study A) and a personalized POI-
assisted brute-force attack that was further enhanced to consider the
experience-spots regions as indicated by the human attacker.

A. Disregarding the type and the exact order of the gesture across all
participants. Given that the implementation of PGA-like mechanisms
takes into consideration the type and the exact order of the gestures,
which could impact the total guesses required to crack a graphical
password (e.g., circles are more complex than simple taps but less
complex than lines!), it is interesting to first understand how each attack
type (Pol-assisted Brute-force Attack vs. Personalized Pol-assisted Brute-
force Attack) performs when we disregard the type and the exact order of
the gestures and rather focus on the positions of the password selections.
To do so, we simplify the gesture type as follows: For circles we disre-
gard the radius and the directionality and keep only the center of the
circle as a x, y segment, while for lines we consider only the x, y segment
of the start of the line.

We ran an independent-samples t-test, with the type of attack (Pol-
assisted Brute-force Attack vs. Personalized Pol-assisted Brute-force Attack
by considering also the experience-spots provided by the attackers) as
the independent variable, and the number of guesses needed to crack the
password as the dependent variable, without taking into account the
order and the type of the gestures across all participants (Fig. 17 left).
The analysis revealed that the number of guesses required to crack the
passwords using the Personalized Pol-assisted Brute-force Attack (66.63 +
21.10 thousand) was not statistically significantly different than the Pol-
assisted Brute-force Attack (98.04 + 27.76 thousand), 95% CI, —38.62 to
101.45 thousand, t(50)=0.901, p=.372. The analysis revealed that,
although not statistically significantly different, the Personalized Pol-
assisted Brute-force Attack required less attempts to crack the pass-
words than the Pol-assisted Brute-force Attack.

B. Disregarding the type and the exact order of the gesture across par-
ticipants with at least one gesture containing experience-spot. We ran an
independent-samples t-test, with the type of attack (Pol-assisted Brute-
force Attack vs. Personalized Pol-assisted Brute-force Attack by consid-
ering also the experience-spots provided by the attackers) as the inde-
pendent variable, and the number of guesses needed to crack the
password as the dependent variable, without taking into account the
type and the exact order of the gestures across participants that recorded
at least one gesture containing an experience-spot (Fig. 17 right). The
analysis revealed that the passwords in which the Personalized Pol-
assisted Brute-force Attack was performed, required less guesses to be
cracked (20.26 + 5.38 thousand) than the passwords in which the Pol-
assisted Brute-force Attack was performed (49.76 + 11.8 thousand), a
statistically significant difference of 29.5 + 12.97 thousand (95% CI,
3.19 to 55.8 thousand), t(36)=2.274, p=.029.

C. Considering the type and the exact order of the gesture across all
participants. We ran an independent-samples t-test, with the type of
attack (Pol-assisted Brute-force Attack vs. Personalized Pol-assisted Brute-
force Attack by considering also the experience-spots provided by the
attackers) as the independent variable, and the number of guesses
needed to crack the password as the dependent variable, by taking into
account the type and the exact order of gestures across all participants
(Fig. 18). The analysis revealed that the number of guesses required to
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crack the passwords using the Personalized Pol-assisted Brute-force Attack
(2.36 + 1.12 million) was not statistically significantly different than the
Pol-assisted Brute-force Attack (1.78 + 0.84 million), 95% CI, —3.4 to
2.23 million, #(50)=—0.417, p=.678. Furthermore, the percentage of
passwords cracked using the Pol-assisted Brute-force Attack was 55.55%,
while it was 38.88% using the Personalized Pol-assisted Brute-force Attack
within 218 guesses (Fig. 19).

6.4.3. Qualitative analysis

To further shed light and understand the approach followed by at-
tackers on graphical passwords created on retrospective images, we used
the data gathered from the think-aloud protocol, as well as observations
made by the researchers during the attack phase. In many cases, at-
tackers used knowledge about the end-user under attack, related to their
habits, preferences and facts about their personality:
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Fig. 19. Percentage of passwords cracked among attack types.

13

“I go to this Starbucks cafe quite often with my husband. I believe that he
must have selected the ashtray since he is a heavy smoker.” ~ P02

“My son enjoys getting involved in the preparation of the barbecue, that’s
why I made some of my selections around the grill motor and the meat.” ~
P11

“I think she must have selected the flower pot at the desk since she likes
flowers a lot.” ~ P17

“She likes bright colors so I believe she must have selected the flowers.” ~
P19

“I would say that one of her selections must have been the stand for
recyclable batteries because she is an environmentally friendly person. Also,
she is a religious person, so I believe another of her selections must have been
the religious painting on the wall.” ~ P20

“My girlfriend is a mathematician and I think she should have picked a
password that somewhat resembles a pattern of 3 points. Having this in mind,
I made my selections in three tables that are close to each other and form a
line.” ~ P25

In other cases, it is evident that the scenery depicted on the retro-
spective images impacted the selections of the attackers. In particular,
attackers used a more personalized approach by considering specific
information related to their common shared experiences with the end-
user under attack within the places depicted on the retrospective images:

“I think he must have picked the chairs and the table we usually sit at
when we visit this café.” ~ P02

“I picked a place where he usually leaves his car in the parking lot. Also,
sometimes we walk together on our way to exit the building towards the
parking lot, so I made one of my selections at the end of this route.” ~ P08

“I believe that he selected the table that we usually book when we go to
this bar for a drink. Also, his brother used to work as a bartender at this place
a few months ago, so I believe he must have also selected the area that the
drinks are being prepared.” ~ P09

“Also, I selected the place that he uses for storage of his bicycle in the
backyard of the house.” ~ P11

“I believe she selected the hand sanitizer at the office desk because she is
obsessed with hands hygiene, especially this period due to the COVID-19
situation.” ~ P17

“He is always friendly and kind with the office visitors, hence, I made
some of my selections at the visitors’ area on the image. Also, due to the
nature of his responsibilities he is required to make a lot of photocopies every
day, so I made my last selection near the photocopy machine.” ~ P18

“Although the parking lot contains various types of cars, I think he must
have selected the pickup trucks we usually use for work purposes out in the
fields.” ~ P24

In very few cases, attackers did not employ any sophisticated attack,
but rather focused on the obvious hot-spots of the images:

“I selected the points that attract your attention easily and I believe every
person would have selected.” ~ P16

“I think she selected the chair and the side-table because these are
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the objects that attract someone’s attention in the first place.” ~ P21

The above observations were concentrated in a coding schema
relevant to the approach followed by the attackers as follows. Table 5
summarizes the responses about the approach employed by the attackers
based on the aforementioned coding schema.

- Habits/Preferences/Characteristics of end-users (e.g, smoking,
flowers, religion)

- Common shared experiences (i.e., experiences in the depicted place/
scenery)

- Random-guessing approach relying on areas of the image that attract
peoples’ attention (i.e., hot-spots)

7. Main findings

Observations of users’ visual behavior allowed us to draw conclu-
sions about their approaches during password creation and the impact of
the image content on the strength and memorability of created pass-
words. Table 6 summarizes the main results.

7.1. Finding a — the retrospective approach impacts users’ visual behavior
related to hot-spots segments during pga password creation

Users from the retrospective group exhibited more and longer fixa-
tions on non-hot-spots regions of the image (Fig. 8 left and right). This
could be explained by the fact that image content familiar to users’ so-
ciocultural experiences triggered users to explore the non-hot-spots re-
gions of the image before making their password selections. It could be
further explained by the fact that the depicted content was processed at
a deeper and more meaningful way since users could connect prior ex-
periences in their declarative memory (Tulving, 1972), enabling them to
fixate on experience-spots (i.e., regions of the image that are related to
their prior sociocultural experiences). Furthermore, participants from
the retrospective image group were able to recall information related to
the depicted content.

“I was excited to create a password on an image from my University’s
campus. At first, I spent some time recalling my recent experiences within the
cafeteria shown on the image and then I made my selections.” ~ P02 (User
Study A)

This could be explained by the “self-reference effect”, which states
that people remember information best when they are personally
involved in that information (Rogers et al., 1977). Furthermore, famil-
iarity and relevance of information to one’s life have been found to in-
fluence password selection (Riddle et al., 1989).

On the contrary, fixations of users from the generic group were
mostly concentrated around hot-spots regions of the image. This could
be explained by the fact that users could not easily connect prior expe-
riences in their declarative memory and attach a semantic meaning to
the depicted generic content, therefore, their visual attention was rather
concentrated around specific regions of interest (Bulling et al., 2012;
Belk et al., 2017Db).

“Why don’t you use more familiar images? Since we spend many hours at
the University, I was wondering if you could use images from the University’s
campus.” ~ P14 (User Study A)

“The image showed a setting completely strange to me, so I didn’t bother
searching on the entire image to make my selections.” ~ P24 (User Study A)

Table 5
Summarization of the approach followed by the attackers based on the coding
schema extracted from data collected during the attack phase.

Attacking approach followed Frequency
Habits/preferences/characteristics of end-users 11 out of 26
Common shared experiences 19 out of 26
Random-guessing approach 6 out of 26
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Table 6
Summarization of the main results.
Impact Metric Retrospective Generic Differences
group (mean group between the
+ SE) (mean + two groups
SE)
Image content Proportion of 0.224 + 0.171 0.417 + F(2, 27)=
on visual fixation count 0.148 6.217,
behavior on hot-spots p=.006;
(combined) Wilks’
Proportion of 0.235 + 0.209 0.515 + A=0.685;
fixation 0.214 partial
duration on 7?=0.315
hot-spots
(combined)
Proportion of n/a n/a F(1, 28)=
fixation count 10.868,
on hot-spots p=.003;
(univariate) partial
7°=0.280
Proportion of n/a n/a F(1, 28)=
fixation 12.810,
duration on p=.001;
hot-spots partial
(univariate) 172:0‘314
Time spent to 68.04 + 10.69 43.41 + 24.62 +
complete s 6.71s 12.48 s (95%
password CIL, —0.720 to
creation task 49.972), t
(35)=1.972,
p=.05
Image content Number of 14.49 + 4.69 4.09 + 9.8 +4.3
on security guesses needed million 1.5 million (95%
strength of to crack the million CI, 0.746 to
the created password 1.88), t
passwords (21.513)=
2.248,
p=.035
Proportion of 0.49 £+ 0.07 0.83 + —0.332 £
gestures fallings 0.06 0.09 (95%
into hot-spots CI, —0.533 to
regions —0.131), t
(35)=—
3.348,
p=.002
Correlation of Proportion of n/a n/a r(35)=0.531,
fixations on fixation count p=.003
hot-spots and on hot-spots
user-selected and proportion
passwords of hot-spots
that included regions
hot-spots included in
user-selected
passwords
Proportion of n/a n/a r(35)=0.578,
fixation p=.001
duration on
hot-spots and
proportion of
hot-spots
regions
included in
user-selected
passwords
Image content Annotate users’ n/a n/a )(2(1):23.33,
on password quotes as either p<.001;
selection experience- or »=0.74,
approach random-driven p<.001
followed
Image content Memory time 216.40 + 249.09 t(42)=—
on Number of 24.22 h +19.31 1.068,
memorability  resets n/a h p=.292
and login Time to login n/a n/a U = 431.50,
usability Failed attempts n/a n/a z=-0.814,
n/a p=.416
x*(1)=1.004,
p=.31

(continued on next page)
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Table 6 (continued)

Impact Metric Retrospective Generic Differences
group (mean group between the
+ SE) (mean + two groups
SE)
**(1)=0.01,
p=.90
Resistance of 1.78 + 0.84
the Number of million n/a 95% CI, —3.4
retrospective guesses needed (Pol-assisted) n/a to 2.23, t
approach to crack the 2.36 + 1.12 n/a (50)=—
against password million n/a 0.417,
people that (considering (Personalized n/a p=.678
share the typeand the  Pol-assisted) n/a 95% CI,
common exact order of 98.04 +£27.76 n/a —38.62 to
experiences the gesture - all  thousand n/a 101.45, t
with the users  participants) (Pol-assisted) (50)=0.901,
Number of 66.63 + 21.10 p=.372
guesses needed thousand 29.5 +12.97
to crack the (Personalized thousand
password Pol-assisted) (95% CI,
(disregarding 49.76 £ 11.8 3.19 to
the typeand the  thousand 55.8), t(36)=
exact order of (Pol-assisted) 2.274,
the gesture - all ~ 20.26 + 5.38 p=.029
participants) thousand F(2, 50)=
Number of (Personalized 0.274,
guesses needed Pol-assisted) p=.761;
to crack the n/a partial
password n/a »?=-0.01
(disregarding F(2, 50)=
the type and the 1.950,
exact order of p=.153;
the gesture - partial
participants ©?=0.02

with at least
one experience-
spot)
Euclidean
distance
between
attackers’ and
creators’
gestures
(disregarding
the type of the
gesture but
considering the
exact order)
Euclidean
distance
between
attackers’ and
creators’
gestures
(disregarding
the type and the
exact order of
the gesture)

7.2. Finding b — the retrospective approach impacts users’ pga passwords
selections related to hot-spots segments

Users from the retrospective group exhibited a lower proportion of
password selections falling into hot-spots segments than users of the
generic image group (Fig. 6). Participants from the retrospective image
group made their selections based on their memories and experiences,
while avoiding selections on the obvious hot-spots.

“As a Computer Science student, I spend a lot of time studying in this lab
room, therefore, I have many experiences in this place. However, my fellow
students know which seat I usually take, so I decided not to make any se-
lections around this area because they could easily guess it.” ~ P04 (User
Study A)

On the contrary, participants from the generic image group made
most of their selections around the easy-to-remember hot-spots
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segments, which attract users’ attention by default.
“I selected points that I can easily remember, therefore, I made my se-
lections around points that stand out.” ~ P22 (User Study A)

7.3. Finding ¢ — fixations on hot-spots segments correlate with users’
selections that included hot-spots segments for both experimental and
control groups

In both user groups, there was a strong correlation between the fix-
ation count on hot-spots regions and user-selected passwords that
included hot-spots regions, as well as a strong correlation between the
fixation duration on hot-spots regions and user-selected passwords that
included hot-spots regions. However, we stress that users who utilized
retrospective images had statistically significant lower visual explora-
tion on hot-spots regions (Fig. 8 left and right), and hence lower
number of proportions on hot-spots regions in their passwords’ selec-
tions (Fig. 6).

7.4. Finding d - the retrospective approach improves significantly the
security of the user-chosen graphical passwords

Results revealed a main effect of image type towards graphical
password strength. Users that created passwords with the retrospective
image created significantly stronger passwords than users with the
generic image (Figs. 4, 5). This could be explained by the fact that users
who utilized retrospective image content not only exhibited limited and
shorter attention on the hot-spots segments of the image (Fig. 8 left and
right), but also avoided making password selections around them
(Fig. 10).

“When I saw this image, I remembered an incident related to a fellow
student which took place last year at the University’s parking lot. So, what
happened was that the security guy placed a wheel clamp on his vehicle for
parking violation. For my password selections, I avoided selecting one of the
six cars depicted in the parking lot, and I decided to make some of my
password selections around the area in which the incident took place because
I believe it will be difficult for others to figure out my selections.” ~ P07 (User
Study A)

On the contrary, results revealed that participants from the generic
image group created less secure passwords (Figs. 4, 5), with most of
their selections being around the obvious hot-spots segments.

“I selected the points which looked attractive at first sight. This way I can
remember my password.” ~ P25 (User Study A)

7.5. Finding e — the retrospective approach impacts users’ strategies
followed during graphical password creation

The analysis of users’ qualitative feedback suggested an effect of the
depicted image content on the users’ approach followed during pass-
word creation. In particular, the majority of users from the retrospective
group made their password selections by considering their personal
experiences within the depicted image content, whereas all users from
the generic group followed a random approach. Similar to Finding A, this
could be explained by the fact that the depicted content was processed at
a deeper and more meaningful way since users could connect prior ex-
periences in their declarative memory (Tulving, 1972). Furthermore,
given that the task of creating a graphical password is a perceptual
process through the human visual system (Biddle et al., 2012), this
finding could be further explained by the fact that people’s perceptions
are influenced more by prior experiences than by newly arriving sensory
information from the eyes (Gonzalez-Garcia et al., 2018).

7.6. Finding f — the retrospective approach did not affect significantly
memorability and login usability of graphical passwords

Analysis of memorability and login usability revealed no main effects
on memory time, time to login and login failure (Figs. 11-13).
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Nonetheless, a comparison between the two weeks for each group re-
veals that both time to login and failed attempts for users from the
retrospective group were reduced in the second week compared to the
first week. On the contrary, in the case of the generic group, no differ-
ences between the two weeks were observed with regards to the time to
login and failed attempts.

7.7. Finding g — the retrospective approach increases guessing
vulnerability within human guessing attacks, which however does not
compromise the security of the pga system by considering additional
measures such as the type and the exact order of the gestures

The human attack study revealed that vulnerabilities exist in case
someone knows the user, since analyses indicate that individuals that
share common experiences may spot certain regions that the end-user
used to create the graphical password gestures. Nonetheless, based on
the personalized brute-force attack on the PGA mechanism as a whole (i.
e., when also considering the type and the exact order of the gestures),
this didn’t affect the security of the retrospective approach since the
number of guesses between the POI-assisted attack and the personalized
attack (experience-spot-driven) was not statistically significantly
different. An implication based on this finding would be to enhance
content delivery aspects of the retrospective approach by suggesting to
an individual a certain set of images that cannot be leveraged by in-
dividuals with whom they share common experiences within the specific
context of interaction. For example, in case a user creates a password in
the context of her organizational environment, the content delivery
mechanism would suggest image semantics from her individual expe-
riences and vice versa, etc. to avoid the vulnerability of human guessing
attacks.

8. Limitations

Despite our efforts to keep the validity of the study, some design
aspects of the experiments introduce limitations. We used specific
background images in order to control the factors of the study (retro-
spective vs. generic images). Although users’ choices may be affected by
the content and complexity of the image (Wiedenbeck et al., 2005;
Dunphy and Yan, 2007), we provided images of the most widely used
image categories (depicting scenery (Dunphy and Yan, 2007) and people
(Dunphy and Yan, 2007; Alt et al., 2015)) and of similar complexity.
Expansion of our research will consider a greater variety of image cat-
egories to triangulate findings with diverse user communities and so-
ciocultural experiences, on different levels of abstractions (Fig. 1), and
thus increase the validity of the study.

Furthermore, the recruitment of student participants introduces
limitations and our future efforts entail extending the sample with
varying user profiles and ages. Nonetheless, in order to address internal
validity, we used specific background pictures in order to better control
the factors of the study with the participants (i.e., we used sceneries from
the participants’ Universities). Another limitation relates to the nature
of the eye-tracking study. Considering that we conducted a controlled
in-lab eye-tracking study (User Study A), the users’ selections might have
been influenced, however, no such comment was received from our
participants during the discussions that followed the task completion.

Moreover, we compared the proposed retrospective approach
against one baseline generic approach. Nevertheless, this was inten-
tional since we wouldn’t probably get comparable results had we
compared the suggested non-intrusive retrospective approach against
other intrusive measures (e.g., “presentation-effect” (Thorpe et al.,
2014), hiding salient areas (Bulling et al., 2012) etc.). Additionally, we
did not compare our approach against user-uploaded images, since it
would be rather mystifying if our analyses relied on images of varying
complexity and hot-spots, which would probably be the case had we
allowed users to upload their own images.

Finally, memorability was measured by analyzing certain metrics
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such as memory time and password resets. However, given that
memorability is a complex factor, future studies are planned to further
triangulate the findings by analyzing gaze behavior of users during
password login (e.g., the analysis of users’ eye gaze data may assist in
detecting high cognitive load during password recall (Katsini et al.,
2020)).

9. Conclusions and future work

In this paper, we suggested a retrospective approach on the basis of a
five-tier model of image content delivery bootstrapped on sociocultural
experiences and therefore declarative memories of the end-users. We
investigated the effects of the retrospective approach on users’ visual
behavior during password creation, as well as on the security and
memorability of user-chosen graphical passwords.

Results of three user studies (n = 42; n = 71; n = 26) revealed sig-
nificant differences on the users’ inherited password creation strategies
which was reflected: a) by visual behavior differences during password
creation between the experimental and control group (the experimental
group moved their attention and perception from hot-spots towards
experience-spots); b) by subsequent password selections differences on
hot-spots vs. experience-spots of the background-image; and c) by
password strength differences between the experimental and control
group. Simultaneously, there was no main effect of the suggested
retrospective approach on memorability and login usability of the user-
chosen passwords, although a weekly comparison revealed a tendency
of reduced time to login and failed attempts in the second week
compared to the first week for the retrospective group. On the downside,
the suggested approach introduces password guessing vulnerabilities in
terms of allowing attackers who share common experiences with the
end-users to more easily identify regions of their selected secrets.

This work points towards a novel direction of considering users’
prior sociocultural experiences as a personalization factor for consid-
ering “best-fit” image content semantics during graphical password
creation activities. This can be achieved on the basis of the five-tier
image content semantic delivery model, which entails different levels
of sociocultural experiences. Hence, this paper contributes on both
theory and application for designing and implementing innovative and
personalized approaches for graphical passwords by leveraging on the
unique sociocultural experiences of users (Constantinides et al., 2019a,
2019b, 2020a; Belk et al., 2019). Taking into consideration that more
than 1 billion devices deploy PGA worldwide (Microsoft, 2021), it is
imperative to suggest new methods for finding a better usability-security
equilibrium in PGA-like schemes.

We envision that such novel approaches would have many positive
implications from the users’ point of view. Providing image content
related to the users’ prior sociocultural experience while preserving
users’ privacy via the suggested 5-tier privacy preserving model (Fig. 1),
would help users make memorable image selections (on experience-
spots), and eventually avoid selecting predictable hot-spots. Further
studies are required to evaluate the suggested retrospective approach in
the wild to gain further insights.
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